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The Potential Use of Blockchain Technology to Address Supply Chain Cyber Risks

With as many as 80% of data breaches believed to have originated in the supply chain,
the current concept of technology can no longer be relied upon to manage the vulnerabilities
posed by suppliers in a fragmented and geographically diverse procurement system (Min, 2019;
Shackleford, 2015). Further, increasingly sophisticated methods of perpetrating cybercrimes
through the use of viruses, worms, and hackers, as well as an escalation of state-sponsored cyber-
attacks have made the inherent challenges associated with preventing, detecting, and responding
to data breaches all the more difficult (Swathy, 2018). As such, there is a critical need to
establish more secure data storage processes for supply chain operations by considering the use
of emerging technologies such as Blockchain. However, despite the potential for Blockchain
technology to create greater efficiency for federal procurement activities, at this time existing
Federal guidelines should continue to be used to manage cyber risks to supply chain operations.
Supply Chain Cyber Vulnerability

A report by the General Accounting Office (2018) has identified that the potential
introduction of cyber threats into government information systems through the global supply
chain process presents an unacceptable risk to federal agencies. While the adverse consequences
associated with security lapses related to information systems is more commonly considered to be
the compromise of personal information through the theft or hacking of electronic records, risks
can also include allowing adversaries to take control of crucial government systems. A recent
example of how the malicious infiltration of operating control systems can be spawned through
weaknesses in the supply chain process involved the Russian government using trusted third-party
suppliers to target network systems of the federal government as well as organizations in the

energy, nuclear, water, and aviation sectors (U.S. Computer Emergency Readiness Team, 2018).
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Need to Address Cyber Risks in Supply Chain Operations

The National Counterintelligence and Security Center (2017) recently identified the need
to secure supply chains from cyber-attack as one of the top priorities for maintaining the integrity
of products used by the federal government. This consideration for cyber risks underscores the
need for the development, implementation, and monitoring of supply chain activities to ensure
the security and resilience of information systems (NIST, 2018). Nevertheless, the General
Accounting Office (2018) identified that in 2012 four national security agencies had not fully
developed or documented policies and procedures designed to address supply chain risks. While
these agencies had taken actions to address supply chain protection measures by 2016, as of 2018
one of the agencies in question could not adequately demonstrate the manner that monitoring
was conducted to assess the effectiveness of supply chain security measures (GAO, 2018).
Notwithstanding the efforts of some agencies, the relative slowness and apparent difficulty in
implementing standard commercial practices indicate the crucial need for innovative strategies
and solutions for managing cyber risks in the supply chain system.
Leveraging Emerging Cybersecurity Technologies

Given the increasing digital connectivity and automation of business processes, it is
imperative that next-generation technologies be considered for detecting a new generation of
malware and cyber-attacks that are difficult to detect with present-day conventional tools. For this
reason, the Food and Drug Administration (FDA) has initiated a five-year pilot program that
incorporates the use of emerging Blockchain technologies to provide enhanced security for
prescription tracking systems (Newman, 2019). However, while it is important to remain abreast
of the latest technological developments, it is equally as important to combine the use of

emerging technologies with fundamental cybersecurity controls (Rohmeyer & Bayuk, 2018).
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The Use of Blockchain Technology for Supply Chain Operations

In little more than a decade since Blockchain technology was first introduced, it has
shown the potential to transform the manner that data transactions and storage occur by
providing a secure, distributed, and inexpensive database system that reduces the vulnerabilities
of a cyber threat. So much so that in a recent survey of more than 3,200 C-Suit executives across
North America and Asia, 68% identified that their organizations already have a defined

Blockchain strategy to manage mass collaboration efforts and secure network data (Das, 2017).
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Figure 1. How does blockchain work (Lisk Academy, 2019).

Benefits of Blockchain. By distributing data across a network, Blockchain technology
eliminates the risk associated with centralized storage. Existing supply chain operations have
transformed into a dynamic global system comprised of multiple manufacturers all attempting to
communicate and coordinate work together. Blockchain technology had the potential for
allowing the use of computer applications that once only worked through a centralized storage
repository to now operate in a decentralized manner. This structure provides Blockchain
technology with the capability of being the most secure forms of storing and sharing online
information presently available by reducing the dependence on third-parties for data verification

(Casado & Prieto, 2018; Min, 2019; Mahoney & Helper, 2017; Underwood, 2016).
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Risks Associated with Blockchain. Despite the decentralized structure of Blockchain
networks that provide resilience against network-wide attacks, instances of hacking have
occurred (Blossey, Eisenhardt & Hahn, 2019). However, identified security weaknesses have not
been within the Blockchain, but rather a result of human error or an external vulnerability
resulting in service disruptions or the theft of sensitive data (Conoscenti & Vetro, 2016; Lansiti
& Lakhani, 2017; Sheldon, 2019). Nevertheless, while data residing in a Blockchain may be
considered tamper-proof, the future is uncertain in consideration that the actions of
cybercriminals are becoming increasingly sophisticated in their attempts to attack data networks.
Further, given that it takes time for any new technology to be incorporated into business
operations, it will be many years before the reliability of Blockchain is proven to be resilient
from hacking and the technology becomes widely adopted as a component of cybersecurity.
Conclusion

Despite the potential for Blockchain technology to redefine network security, at this time
existing Federal security guidelines should continue to be used for managing supply chain
operations. While Blockchain technology has significantly challenged conventional thinking and
approaches for securing the storage and transmission of network data, there are significant
challenges associated with establishing a distributed networked storage system necessary to
secure global supply chain operations. Further, Blockchain technology is not immune to hacking
and does not fully resolve all cybersecurity issues associated with human failures or the
infrastructure used for implementation. Accordingly, broad-scale adoption of innovative
technologies such as Blockchain for federal government global supply chain operations should
be a gradual process that is undertaken after full-scale testing activities have been initiated and

an in-depth study of the benefits, vulnerabilities, and sustainability have been completed.
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